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1. Reference (a) sbove charges the Office of logistics with 4 j
prinary inapection rosponaibilities for determining that comsrcial
econtrectors holding Agency olsssified comtrects have “udeguate®
faysicel security safeguards. Paregraph 8 b. of referaence (b) above
provides that the Cffice of Security will provide technical guidance
and assistance to Securlty Officers in the performence of their

2. This i3 to edvise you that, in the ebsencs of any Cffice of
Securlty regulations covering security stendards for clesaified
commereisl contractors, we have been altempting with some success to
require such contractors to adhere to rigld stendards equivaient
ingofar as ia practicable to those specified for Agency bulldings,
While we would like Lo have an Industrial Security Fandvock approved
by the Agency end simller to thoso of Lepartment of Defanse ageancies
and the Atomle Energy Commlselon, cur mest preasing problems conecern
the malntonance of high uniform stenderds for the storsge of classified
vapers end/or material.
connection with the followlng protvlems,

In particudar, guldsnce is requestad in

What lo the pinlmuy requirement for sefcs used by
comperciel contractors for the storage of Apency
claseified documsnts and material?

Are such minlmm requirements to be extended to
comaoreial firwms to vhon wo wish to send clazsified
proposals or iavitations-to-bid, but wvko may uever
secure an Agenoy conlreot?

Vhen a commercial contractor or proapeciive contractor
rofuses to moet owr winimum standards for safe-ueeping
agulpment, whet peliey should be fellowed?
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3. In comnection with 2 (a) ebove, this office has been
attempling with some sugcess to roquire ecntractors to comply with
the following requirements: :

*A safe or safe type steel insulated recard
container weighing at lsast 600 pounds, having

un nderwriters Laboratory full class "C® ope
hour fire label, snd equipred with a menipulaetion
proef combination logk located proferably an the
ssoond drever.® : -

However, in a recent conversaticn you pointed out that even this roguire-
weni §8 now below Agency stenderds, as the only "approved” safo file is a

modified Lerring-Halleh typs not sveilable coumereinlly., In
resolving the question posed in 2 (a) above, your sttention is invited to
the folloving factorss , v g L i

(e) Funishing contrectors with the pew “ar proved”
Harring-Hall-Marvin sefe lo probably unfeesible
due to the heavy expense, difficulties in precure—
ment, snd cover problems. . ,

R T {b) Consideration should bs given to rolaxing requirsments

for safe files, when supplemsnted by other physical
safoguards such as guard forces, warning devices,
physical barrlers, ete. It mizhi be posaible to work
cat & numerical equivalent syatem auch as is uged vy
the Atamic Energy Commigsion.

{e) It appeare sdvissble to make eny ninimun speeifications
for safes broad emough so that they could be purchesed
from at least two differunt manufacturers.
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: \\ (8) Conslderation should be given to the faot that requiring
contractors to have egquipment differing from Depsrineatl

- of Defanse slandards is not consistent with our

— Sy Yagency sterdle” concept. The bulk of ocur clessificd

/'/ contrests inaluding both classified and unclussified
. ltems, fall into this category. Only a very limited
numbar of the conmtractors! employees ere cloared end
i - cognizeble of agency interast.
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SECHET, are cent vie registered mail to prospeciive bidders. The
sddressecs narislly are allowed three weeks for praparatiom of bids
end proposals, Extending the minimum requirements for sefs files to
such prospective contractors involves the following problems:

avallable to prospsciive biddera. Physical
inspection of their fesllities prior to submission
of proposals or iuvitations~to-bid is cbvicusly
impossidble dus to urgency, sexpense, and limited
manpover avallable., A4 solution might be worked out
requiring such prospective ocontractors to return all
olessified papers via registored malil the same day
they wexe received unless thoy vwill certify they

(b} Requiring prospective csntraciors to purchase safe
kesping equipment whan thars is no guaruntes thay will
be sucossaful bidders is obvicusly unfeir, Such an
expenditure by s biddar might put the /Agency undsr an
impliod obligation, It 4o 8uggested that Dopartment of
Defeonse standerds be accspted at this point but
prospactive contractora bo sdvised that if thedr bid or
proposal is accepted they will be required to comply
with our security stendards,

5+ In conmeotlon with the probleam in 2 (c) ubove, instemces have
arisen uwhen a contractor refuses to meot our minfram standerds for safe
kseping equipment, Ordinarily this problem cecurs vhen the contractor is

contract is quite small end ths security expanses all cut of proportion
to the expected proflt, or vhen the contractor is the anly posaible source
for a particuler item and cap do business on his own terms. The following
policies could bto followaed, but each has its drawbacks; .

(a) Ship the contrector approved safe keeping files from
our stock st government expensa. This would be very
expanaive end involve numercus problems such sz cover,
ultimate recovery of the equirnent, otc,
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(b} Instruot tha cantractor to buy approved equipmant

. on the open merket g our expense, Wltimate
Fecovery is then very difficult and involves various
problams such as whether Vs can use & safe traceatle

Scmetines this gen be adjusted
negotietions, but there are no

Bost production contracts or purchage ardera,

(¢} Induco the contractor to buy epproved equipmant at
own oxpansa, This method ig preferable, of course,
w0 are not alvays sugcessful snd wltimaiely find vo

havetobuythaaafoornhi.pomfmmguxlinited stock
é. 3ince this Staff ia currently in thg

rovising ow plant broisetion Procadures, en

apprecloted. We shall b glad to cooperate gnd fu
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